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ABSTRACT

Adversarial training improves the robustness of deep neural networks for adversarial examples. However, the previous
adversarial training method focuses only on the adversarial loss function, ignoring that even a small perturbation of the input
layer causes a significant change in the hidden layer features. Consequently, the accuracy of a defended model is reduced
for various untrained situations such as clean samples or other attack techniques. Therefore, an architectural perspective is
necessary to improve feature representation power to solve this problem. In this paper, we apply an attention module that
generates an attention map of an input image to a general model and performs PGD adversarial training upon the
augmented model. In our experiments on the CIFAR-10 dataset, the attention augmented model showed higher accuracy than
the general model regardless of the network structure. In particular, the robust accuracy of our approach was consistently
higher for various attacks such as PGD, FGSM, and BIM and more powerful adversaries. By visualizing the attention map,
we further confirmed that the attention module extracts features of the correct class even for adversarial examples.
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(a) Image

) Adv+NM

Fig. 1. Activation map of ResNet-20 models for clean and adversarial samples through Grad-CAM. The
upper and lower images in (a) are a clean image and an PGD adversarial sample, respectively. (b) is
the results of normal model (NM), (c) is the results of an adversarially trained normal model (d) is the

results of the normally trained attention model (AM).
results for the clean image. The lower images of (b),

sample.
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Fig. 2. Three attack scenarios in research question 1. The source is a model used to generate
adversarial samples and the target is a model to inject the samples.
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Table 1. Robust accuracy of adversarially trained models on attack scenarios. The values in bracket are
losses of adversarial samples. Bold indicates the highest accuracy for each model in a block. Underline

indicates the highest accuracy for each block.

Model Attenti White-box Black-box
ntrion
oce eRton 1 pasM PGD | FGSM  BIM PGD
o 0.3912 0.3662 0.3607 | 0.6473 0.6506 0.6519
(1.7084)  (1.7861) (1.7652) | (1.2070) (1.2042) (1.2054)
ResNet-20
0.3773  0.3507  0.3543 | 0.6091  0.6138  0.6136
X
(1.7839)  (1.8221) (1.8242) | (1.2844) (1.2815) (1.2810)
o 0.4359  0.4010 0.4050 | 0.6866 0.6869 0.6863
(1.7039)  (1.7918) (1.7686) | (1.1386) (1.1393) (1.1381)
ResNet-56
0.4095  0.3831  0.3864 | 0.6553  0.6571  0.6559
X
(1.7589)  (1.8251) (1.8053) | (1.2093) (1.2069) (1.2065)
o 04066  0.3792  0.3830 | 0.6676 0.6690 0.6700
DemseNet40 (1.5771)  (1.6425) (1.6235) | (1.0602) (1.0577) (1.0569)
ensee . 0.4109 0.3835  0.3566 | 0.6435  0.6424  0.6429
(1.6354) (1.7111) (1.6879) | (1.0338) (1.0349) (1.0337)
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Table 2. Robust accuracy of adversarially trained models on cross attack scenarios. The values in
bracket are losses of adversarial samples. Bold indicates the highest accuracy for each model in a
block. Underline indicates the highest accuracy for each block.

White-box
BIM
0.4858
(1.5245)
0.4697
(1.5870)
0.5251
(1.4920)
0.4980
(1.5500)
0.4907
(1.3878)
0.4972
(1.3994)

Black-box
BIM
0.6506
(1.2030)
0.6119
(1.2834)
0.6893
(1.1356)
0.6555
(1.2102)
0.6681
(1.0575)
0.6419
(1.0345)

Model Attention

FGSM
0.4914
(1.5116)
0.4792
(1.5709)
0.5324
(1.4751)
0.5062
(1.5321)
0.4983
(1.3742)
0.5062
(1.3779)

PGD
0.4898
(1.5157)
0.4746
(1.5779)
0.5299
(1.4822)
0.5018
(1.5402)
0.4953
(1.3787)
0.5009
(1.3887)

FGSM
0.6473
(1.2059)
0.6083
(1.2849)
0.6874
(1.1378)
0.6550
(1.2101)
0.6683
(1.0580)
0.6396
(1.0413)

PGD
0.6511
(1.2028)
0.6133
(1.2820)
0.6907
(1.1346)
0.6558
(1.2093)
0.6691
(1.0570)
0.6438
(1.0327)
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Fig. 3. Robust accuracy of adversarially trained ResNet-56 models with and without attention module
to (a) white-box attack and (b) white-box cross attack.
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(b) Adv+NM

(a) Image 1 (c) Adv+AM

) Adv+AM

(e) Adv+NM

) Image 2

Fig. 5. Activation map through Grad-CAM of the model with or without attention module after
adversarial training. The upper images in (a) and (d) indicate clean samples. The lower images in (a)
and (d) indicate PGD adversarial samples. (b) and (e) are the attention maps of the normal model
(NM) for each image. (c) and (f) are the attention maps of the attention model (AM) for each image.
Upper maps show results for clean samples, and lower maps show results for adversarial samples.
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